‘

Security Training

Secure Cloud Services for your online business since 1999.
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PCIDSS Training

Executive Trainin SOC Trainin

.Reliable .Secure .Speed .Scalable .Manageable .Compliant
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\ Security Partnerships

Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

Xcellsls

Global Reach - Personal Touch

SSL Certificates Endpoint Security

_Odlglcert °G|0baISigm / F-Secure =™ HEIMDAL SOPHOS QO REAQTA <€Cynet &CROWDSTRIKE Eh CVYBERBIT

Bitdefender F PROTECTING A NEW DIMENSION

Firewall Security WAF + CDN + DDoS DNS Security

CW
FeiATINET. EIEET [Frorcepont [ CheckPoint  Watch 485 APPTRANA (..., Infoblox =z

S8 SOFTWARE TECHNOLOGIES LTD. v COMODO

Secure Web Gateway Email Security Phishing Mitigation (Anti-Phishing)

@) InstaSafe .. Cisco Umbrella 5> zscaler () sewmexeerts (@O DIMARC ' thoen’ @ mimecast: PhishProjection. @
IRONPORT aktner -

. Cloud. Secure. Instant.

Network Security Network Access Control Vulnerability Management File Integrity Monitoring  Container Security

QOressne Seourit

@ “radware CITRIX NETSCOUT SAYSHELD @) Genians <)FORESCOUT  RAPIDR Palgosec ()tenable m anchore ¢ 7aqua

Security Automation (SOAR + DevSecOps)  Deception & IR Platform

$S SKYBOX fi|-Recorded Future &, S€CEON SPlunNk> :#LogRhythm NEMISTO ()sonatype Attivo

SECURITY

Threat Intelligence Platform SIEM + SOC Management

UAM + UEBA Governance Risk Compliance Application Security Testing ~ Digital Risk Management Data Classification
ERAMIND J Data Resolve § somce.  Q pulseSecrrer SECLORE OneTrust — gynopsys ><CloudSEK Rlasst

ldentity & Access Management CASB Security Hardware Software Defined Perimeter
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=1 Security Staff Certifications

Secure Cloud Services for your online business since 1999.
XcellSecure .Reliable .Secure .Speed .Scalable .Manageable .Compliant

1SC

Systems Security
Certified Practitioner

Certified Information

Certified Cyber
Systems Security Professional

Forensics Professional

cCr®

SSCP*

-
]
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Certified & | Certified Cloud

-
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Certified Secure
Authorization Professional & |Security Professional

Software Lifecycle Professional ;
4 CAP

COSLY
ISACA

& N, Certified in Risk Certified in the
. Certified Information £/ — . and Information . Governance of « Certified Information
CISM SECUI‘ity Manager’ i CR|SC Sys’[ems Control” CGElT Enterprise IT” CISA Systems Auditor’
: ,f y | .:' 4 4 -
An ISACA" Certification 07 AnISACA® Certification An ISACA” Certification An ISACA" Certification CcCR=5T. F'EN%IE:-::I | C%q Sdtfl;(:

|APP

DSC

- security = » Security : ‘LD s B I
Standards Council Standards Council
PROMOTING DATA PROTECTION

UALIFIED SECURITY PCI PROFESSIONAL (PCIP)™ . .
= ASSESSOR PROGRAM A NASSCOM’ Initiative DSCl Certified Privacy Lead Assessor DSC1 Certified Privacy Professional

CERTIFIED

PROJECT MANAGEMENT
PROFESSIONAL
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7 Security Certifications

Secure Cloud Services for your online business since 1999.
XcellSecure .Reliable .Secure .Speed .Scalable .Manageable .Compliant

EC-Council

ECSE E|CSP” Ec"m |
I Conibiiter Hacking Forensic
Certified Secure Programmer EC-Council | Certified Incident Handler P

INVESTIGATOR Certlﬁed Blockchain Professional

E(NSA

EC-Council | Network Security Administrator EC-Councll § Certified Security Analyst EC-Council

LUPT CcEH cTIA cscu clciso

i i W Bancieatiin Foitar Certified | Ethical Hacker Certified I'Ehrnt Intelligence Analyst Ceﬂlﬁﬂd Secure Computer User Security Officer

BS)

SO ISO/IEC I50/IEC ISO/IEC ISO ISO/IEC
9001:2015 27001 27017 27018 22301 20000-1
Quality Information Security Security Controls Protection of Business Service

Management Management Continuity

Management

for Cloud Services Personally Identifiable

Information

Management
System

Cloud Security Alliance AICPA

cloud cloud cloud V . VY .Yad' &
CSA security cs;‘ security CSA security bban

alliance alliance alliance ..
Certificate of
Cloud Security Knowledge
CSASTAR CSA STAR CSASTAR
Self Assessment Certification Attestation SOCTTYPEI SOC 2 TYPEI >0C3
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Cyber Security Awareness Training

. Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

XcellSecure

‘he confidence you can rely on
‘he experience of your fears dissolving
‘he professional service you can afford

Ke Features

i X " T -F""—
&0 e w S Q@\
= L = =
Coverage that includes Central management across all Capabilities across threat A combination of tightly coupled Openness A platform that is offered In
major threat vectors products and services (33%) prevention, detection, and response products and services multiple deployment options

Key Benefits

: -~
8 O -4 )
= L < =

Social engineering Data and science-based Risk reporting User engagement Behavioural change Attack simulation

risk mitigation

Learn NlOre,f’fhttps://www.xcelIhost.cloud/ csa*&
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XcellSecure | Cyber Security Awareness Training

Cyber Security Training Roadmap

Security Operations
Advanced Security Operations

SR SEG503 Intrusion Detection In-Depth GCIA o |

tection SIEM SEG55SIEM with Tactical Analytics GCDA
E Eﬁﬂ?ﬂns SEG11Continuous Monitoring and Security Operations  GMON Cloud Security ~ SEG45Cloud Security Architecture and Operation GCWN
Defending Purple Team SEG99Defeati ng‘Adva nce-_d Adu_ersaries; GDAT
Control ICS515ICS Active Defense and Incident Response GRID Purple Team Tactics and Kill Chain Defenses

Systems

Security Professional Penetration Testing Advanced Penetration Testing
Security . : . : SEG60 Advanced Penetration Testing,
Ecsentials SE@01Security Essentials Bootcamp Style GSEC Ntk gﬁfgsh?;mﬂgﬁci?Etfatlﬂ" Testing GPEN Networks Exoloit Weiting. and Etfiical Hacking GXPN
Control System . , : - — SE(B42 Advanced Web App Testing, Ethical Hacking,
Essentials ICSA10ICS/SCADA Security Essentials GICSP Web Apps giggfiz? lfapéziiznetratmn Testing GWAPT Web Apps and Exploitation Techniques
Hacker SE(G504 Hacker Tools, Techniques, Exploits, . . . . . SEG99Defeating Advanced Adversaries:
Techniques and Incident Handling GCIH Wireless SE(G17Wireless Penetration Testing and Ethical Hacking GAWN Purple Team Purple Team Tactics and Kill Chain Defenses GDAT

Incident Response & Threat Hunting

_ Advanced Incident Response
Eggﬂ;ﬁ FOR00 - Windows Forensics Analysis GCFE
= Malware FORs10Reverse-Engineering Malware: GREM
Endpoint FORs08 Advanced Digital Forensics, e Analysis Malware Analysis Tools and Techniques
Forensics Incident Response, and Threat Hunting
mﬁé _— FORs78Cyber Threat Intelligence GCTI
Network FOR72Advanced Network Forensics: GNFA
Forensics Threat Hunting, Analysis, and Incident Response

Security Manager Security Management Advanced Security Management
Leadership MGB125ANS Security Leadership Essentials for Managers Strategic . : : : : | v o e
Fesantiate with Knowledge Compression™ GSLC e (i MGB145ecurity Strategic Planning, Policy, and Leadership GSTRT [— CISSP MGR14SANS Training Program for CISSP® Certification ~ GISP
Newto : : Critical SEG66 Implementing and Auditing the Critical Security Law& LEG23Law of Data Security and Investiaations GLEG
Cybersecurity SEG01Introduction to Cyber Security GISF Canbrok Controls - In-Depth GCCC Investigations ty g
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Works on any
Device

Access the training
from any device with
an internet connection.

Phishing Awareness Training & Simulation

Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

Change employee behaviour with journey-based
phishing awareness training and keep security
top of mind.

Phishing gives you easy-to-use tools that will help you
understand your organisation's phishing risk, educate your
staff, nurture awareness and prove success across your

organisation.

r "
o
oy LN “
Cloud Scalable Managed User
Based Solution Service Friendly
No expensive The flexible training The solution does not Suitable for staff with
deployments, patching, allows you to easily add require internal varying levels of
or manual updates. or remove staff. resource allocation. technical expertise.

/

Learn More /  https://www.xcellhost.cloud/pats ®
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XcellSecure | Phishing Awareness Training & Simulation

Comprehensive Reporting with an Administrator Console

Report on SUCCQSS dClIOSS your entire organ Isation.
/_i ThT;ungiEuEEtzc:er L_\ | Brm-fserf& témail 5 Eﬂ-lgaézlf:ﬂrgd § /_J J;ziké iglai::lk L_\ Indiv-il-éflglr User _\

Campaign Clients Activity

Monitor Phishing Risk Track Ir Measure Performance
Track your organisation’s Track historical trends Monitor and report on
phishing awareness andﬂ statl staff performance
posture and overall risk Improvements

Benefits
'
i i o8
— [ | &T& |
122 3
Reduce employee clicks Close the path of advanced Measure, improve, & Fight back against reduce the risk of scams
on malicious links malware to your systems. track your staff's ability ransomware & executive fraud and malware proliferation.

Version 09012019/CP/IN/PHISHING_ASSESSEMENT
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Executive Training

' Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

I8

XcellSecure

Simulations and exercises to help business
leadersview cyber i1ssues through the
prism of enterprise-wide impact.

O, >

We Train We Phish You See
You You The Results

Key Features

al L ? o>
HS () &5 o @3\!
N L = —
Highly engaging and Mobile-friendly Full of real-life examples Fully customizable SCORM and AICC compliant Preventing Phishing
Interactive training content and applications for easy LMS integration
Key Benefits
A & ° / o= D)
— — — o
- 1) > = (=2)
Day In the Life — Security Data Protection Funda- Executive Training — Gramm-Leach-Bliley Insider Threats Incident Reporting
mentals Security Act (GLBA)

Learn More f,f’;https://www.xcelIhost.cloud/et W
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XcellSecure | Executive Training

Training Provided By Us

Executive Leadership

Cyber Crisis Response

CISO & Manager Senior Management Development Department
G Cyber Incident Responce Service/product  roc-Testbec

Attack Emulation Class Room Exercise Secure By Design Vulnerability Assessments

Tire 1 Security Analysts Information Security General Employees

Incident Response Decision making IR / Coordinated Cyber Response Drills Cyber giizr\:iﬁ:narness
Investigation & Response

Tire 2,3 Security Analysts IT Deaprtment External Contractors/

Advanced Investigation Skills Workshops ; : I '
J P IR / Coordinated Cyber Response Drills Suppllers Awareness & Prevention

& Response POC - Testbed

&R www.xcellhost.cloud @ sales@xcellhost.cloud YW @xcellcloud ¢) +91-22-671115565



SOC Training

Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

SOC Analyst Cyber Security Training with SIEM.

We guide cyber security professionals on how to effectively
use best practices to secure information systems & mitigate
risks that arise due to cyber threats

Our SOC Training Includes

A

Real-Time

Analysis

Benefits

A

Dedicated
Team

(R www.xcellhost.cloud

(M)

L

Intel and
Trending

(N

(L

Efficient
Delivery

H e @

Incident Analysis Artifact
and Response Analysis

—
@
SOC Tool Life Audit and Insider
Cycle Support Threat

SIEM Tool Lab Scanning and
access [ralning Assessment

&)

Network and Security
Device Working

e / & E e/ e
o~ "I g @)

Cyber Attack SIEM Tool Real Time Attack Learn From Basic Threat Hunting with
Continuum Experiecne Investigaiton to Advacned the IOC's

Learn More ;;’Ihttps://www.xcelIhost.cloud/soctraining w

@ sales@xcellhost.cloud

W @xcellcloud &) +91-22-67111555



71 CCSKTraining

Secure Cloud Services for your online business since 1999.
XcellSecure .Reliable .Secure .Speed .Scalable .Manageable .Compliant

controls that allow security professionals to deploy cloud

( applications with security.
Our CCSK Training Includes

o oo = = 3 ¥

Cloud computing courses help in delivering the essential

Audit & Compliance Information Management Portability and Business Continuity, Traditional Data Center Incident Application
Management and Data Security Interoperability Security, & Disaster Recovery Operations Response Security
) ) + A -r
: 0 — (& (& x
® \
[ | e
Key and Encryption Entitlement, |dentity, Virtualization Comprehend Security Electronic and Governance & Enterprise Cloud Computing
Management & Access Management as a Service Contracts Discovery Risk Management Architectural Framework

7!

Learn More;f https://www.xceIlhost.cloud/ccsktrainingf"\
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NIST Framework

Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

' IDENTIFY

Identify and control who has access to your business information

XcellSecure

s | RECOVER

Make full backups of important
business data and information Require individual user accounts for each employee

Conduct background checks

Continue to schedule Create policies and procedures for cybersecurity
incremental backups

Consider cyber insurance
2| PROTECT
Make improvements to
processes/ procedures/ o Limit employee access to data and information
technologies a Install Surge Protectors and Uninterruptible Power

Supplies (UPS)

Patch your operating systems and applications
routinely

Install and activate software and hardware firewalls
on all your business networks

4 R E S Po N D RESPD ?

DETECT

Develop a plan for | |
disasters and information Secure your wireless access point and networks

security incidents Set up web and email filters
3| DETECT

Use encryption for sensitive business information

Install and update anti-virus,
anti-spyware, and other |
anti-malware programs Train your employees

Maintain and monitor logs

Dispose of old computers and media safely

&R www.xcellhost.cloud @ sales@xcellhost.cloud YW @xcellcloud ¢) +91-22-671115565



R MITRE ATT&CK Framework

Secure Cloud Services for your online business since 1999.
XcellSecure .Reliable .Secure .Speed .Scalable .Manageable .Compliant

Initial Access Execution Persistence Defense Evasion Credential Access Discovery Lateral Movement Effects Collection Command And Control Impact

Download |
NE“""' RE’ mote RDI-'nDtE Dﬂtﬂ

Code System Access *
at Discovery 100Is =
Runtime Impact

Dnive-by Command-Line
Compromise Interface

Execution
through
APl

Resource
Hijacking

Supply
Chain
Compromise

Service
Execution

User
Execution

&N www.xcellhost.cloud @ sales@xcellhost.cloud YW @xcellcloud ¢) +91-22-67111555



COSO Framework

Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

XcellSecure

Cpntrol
environment

Demonstrates
commitment to

integrity and
ethical values

Exercises oversight
responsibilities

Establishes

structure,
authority, and

responsibility

Demonstrates
commitment to
competence

Enforces
accountability

(R www.xcellhost.cloud

Specifies suitable
objectives

Identifies and
analyzes risk

o Assesses fraud risk

Identifies and
analyzes
significant change

Selects and
develops control

activities
Selects and

develops general
controls over

technology

Deploys through
polides and
procedures

@ sales@xcellhost.cloud

Information and
communication

Uses relevant
information

Communicates
iInternally

Communicates
externally

W @xcellcloud

Conducts ongoing
and/or separate

evaluations

Evaluates and

communicates
defidendes

&) +91-22-67111555



1 COBIT Framework

Secure Cloud Services for your online business since 1999.
XcellSecure .Reliable .Secure .Speed .Scalable .Manageable .Compliant

Plan and
Organise

Monitorand (S &3  Acquire and
| s Implement
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Compliance Framework

Secure Cloud Services for your online business since 1999.
.Reliable .Secure .Speed .Scalable .Manageable .Compliant

Monitor

Compliance

e Daily Monitoring
o« Complaint Resolution

Inventory
Business
Activities

?
%,
o G -
.0 Provid 3
o Q T"‘{V'_ € Inventory ®
g - B et Regulatory ‘.:‘:_‘...h
lﬁ‘ Q Requirements @
> é’ BOARD AND S
8 O .. 00 . SENIOR f:D
= |- MANAGEMENT o
@ E INVOLVEMENT A .
o U Establish R = A ~h
0 9 Procedures >
c O and Controls : Assess f;
% % ' : Risk ~5
O
5% S
2 3

| Responsibility
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Notes:
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Xcelll oA *INDIA° eDUBAI e SINGAPORE

Global Reach - Personal Touch 209 | axmi Plaza, Bldg No 9
Laxmi Industrial Estate,
Andheri (W), Mumbai - 400053
MAHARASHTRA, INDIA
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